customer-specific information by requiring
customer authorization before the LEC can
release such information o third parties or
use he information themselves © market
supplemental services. Further, since the
LECs claim that they do not use CPNI for
marketing purposes, they should have no
concems with a rule that restricts such activi-
ty. The commission agrees that the privacy
rule does address anli-compelitive concarns,
but that # does so justifiably in order 10 en-
sure that information that is authorized for
releass is provided in a fair and reasonable
manner 30 as 10 encourage competiion and
the development of an economically efficient
and technologically advanced telecommuni-
cations infrastructure.

TTA, GTE-SW, SWBT, and United com-
mented that the Computer (il remand pro-
ceeding which produced FCC Order, CC
Docket Number 90-623 (November 21,
1991), preempted the proposed privacy rule's
prior authorization provision. An earlier FCC
order had required the BOCs lo oblain_prior
authorization only from muliline business
customers before releasing CPNI 1o third
parties, however the BOCs reserved the right
© use such information themselves. In the
remand proceeding, the FCC determined that
there were competitive advantages afforded
the BOCs by virtue of not being required to
obtain prior authorization on these customers.
The FCC stated that “this advantage is of
particular importance with respect 1o large
business cusiomers, as their CPNI is most
fikely 10 be of competitive value, due 10 the
volume and nature of business involved.”
Therefors, the FCC changed its decision 1o
require the BOCs 1o obtain prior authoriza-
tion, from customers with 20 lines or more,
before using or releasing CPNI. Additionally,
the order issued on the remand proceeding
stated there was & “practical impossidility of
complying with slate safeguards (requiring
prior authorization from all customers) while
simultansously integrating interstate basic
and enhanced services.” it further stated that
*if prior authorization nile were applied to all
cusiomers, only the largest business custom-
ers would be able 1 enjoy the one-stop-
shopping benefits of the integrated marketing
of basic and enhances services" because
“applying a prior authorization rule for other
than the largest customers kikely would re-
quire a BOC 1 establish separate enhanced
and basic service marketing forces for those
customers. if a customer has restricted CPNI,
whether through action or inaction, then for
basic services that customer must deal with
network-services-only personnel, i.e, those
with no involvement with enhanced service
marketing or sales, because only those per-
sonnet are permitted under the commission's
(FCC's) CPNI rule to have access 10 re-
stricted CPNL.*

GTE-SW argued in comments that the pro-
posed rule would require separate marketing
channels for supplemental services in direct
conflict with FCC orders. They further argued
that the “increase in cost and the administra-
ve butden created would make the provision
of these services unatiractive to GTE-SW and
other LECs. LECs operating only in Texas
may not choose to offer the service at all,
while LECs with multi-state operations may

shilt investments to other staies which en-

the introduction of new services.®
SWBT staled that the nule would “sflectively
ofiminate the residance and business product
promotion centers, the direct marketing cen-
ter, and service centers (business olffices) as
viable sales channels and/or sales agents for
supplemental services in the State of Texas.”
SWBT also stated that multidine business
customers would get two ballots under the
rule-the FCCs and the states.

The commission concurs with the FCC's fe-
deral policy goal,of pursuing an economically
efficient and technologically advanced tele-
communications infrastructure. However, the
LECs' assertion that the FCC preempted this
commission's prior authorization nde is mis-
leading. The FCC preempted prior authoriza-
ton requirements where such prior
authorization was necessary belore the
BOCs could release information to its own
personnel marketing enhanced services. The
FCC correctly concluded that such prior au-
thorization would be practically impossible
without separate marketing personne! for ba-
sic and enhanced services since the LEC
would already have eflectively released the
information to all personnel by virtue of its
daily basic service operations. The intent of
Texas's proposed rule was W restrict LEC
release of customer-specific CPNI to third
parties, but also to restrict the use of such
information by LEC personnel marketing sup-
plemental services. Accordingly, the rule has
been revised 10 clarily that the use of such
information by LEC personnel is restricted.
The rule has been further amended % pro-
vide exceptions 10 the prior authorization re-
quirements should & residential customer
contact the LEC and request information
about supplemental services, thereby encour-
aging one-stop-shopping benefits at the cus-
fomer's request. The ruls does not expressly
or effectively require any separats marketing
centers or personnal in order for the LEC ©
market supplamental services, but rather re-
stricts the LEC's use of customer-specific
CPNl ©© do such marketing. The LEC can
offer information on supplemental services 10
any subscriber, at any time, using any mar-
kating method, and any LEC personnel pro-
vided they do not use customer-specific CPN!
o do so without prior authorization. What the
rule expressly prohibits is for the LEC to use
customer-specific CPN! for direct and fo-
cused marketing campaigns against residen-
tial customers, targeted for such markating by
virtue of their CPNI characteristics, without
such customers' consent. Thereiore, the
commission is not in conflict with the FCC's
foderal policy objectives. Rather, this com-
mission's approach to prior authorization, in
fact, encourages the development of an eco-
nomically efficient infrastructure by allowing
the LECs to market supplemental services to
all residential customers using existing sales
channels; and promotes a technologically ad-
vanced lelecommunications infrastructure by
tostering competition through a fair exchange
of authorized customer information among all
providers ol telecommunications services and
products. Further, as the rule applies only to
residential customers, the ballotng require-
ments will not conflict or cause dupfication
with FCC balloting requirements.

TATAS and the Texas Gray Panthers did not
want the LECs 1o be able 1o market supple-
mental services at the time a cusiomer con-
tacts the LEC 10 establish new services. The
Texas Gray Panthers asserted that a cus-

1o obtain information about supplemental ser-
vices al the time he initiates service provided
that the LEC Is required %o inform the cus-
mer that such services may be avaiable
from a vendor other than the LEC. The nie
has been amended generally as outlined pre-
viously o restrict the LECs use of CPNI, but
has also been revised 1o provide for such
spedific situations as new customer service.

GTE-SW, SWBT, and TTA commented that
the definition of cuslomer-specific CPNI is too
restrictive in i a cuslomer's name,
address, and telophone number. Such infor-
mation is readily available on published cus-
omers in the telephone directory and should,
therefore, not be considered proprietary. The
commission agrees that such information
cannot 1o be considered proprietary for those
customars that do not have unlisted or un-
published directory information. The definition
was intended to distinguish customer-specific
CPN! from aggregate CPNI by the indusion
of information that identified the specific cus-
omer with specific network information. The
dofinion has been revised to clarly that
CPNI is customaer-specific when the custom-
or's name, address, or telephone number is
maikched up with such customer's network
informaton. *

SWBT argued that the provision in the rule
requiing the LEC to provide names, ad-
dresses, and telephone numbers to any party
requesting such information was contrary
the rule’s purported goal of protecting the
privacy rights of the customer. The commis-
sion finds that, 10 the extent such information
is not unfisted or unpublished, the LEC must
be required to provide such information upon
request in order to assure equitable distribu-
tion of accurate information to all parties.

ATAT and Sprimt commentied that {XCs
should have a separate line on the ballot for
customers to authorize release of information
as some cusiomers may not realize that cer-
tain information would be restricted from their
own presubscribed IXC. The rule has been
revisad o allow for a separate line on the
ballot for customers to specifically authorize
such release.

GTE-SW and SWBT commented that the
manner in which customer-specific or aggre-
gate CPNI may be provided upon authonza-
tion may result in a LEC having 10 provide its
competitors with the results of the LEC's pro-
prietary markeling data runs. AT&T sug-
gested that third parties may want o get the
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information in a different form than as com-
piled by the LEC. The rule has been revised
10 alloviate both of these concems.

GTE-SW commented that the provision in the
rule addressing directory fistings

had nothing 1o do with customer privacy and -

that the effect would be 1o diminish contribu-
Yon levels. The provision was in the proposed
rule 1 except directory listings from the CPNI
resvictions. Since the CPNI definition has
been revised 0 clarify when customer
names, addresses, and welephone numbers
are included, this provision is no longer nec-
essary and has, therefore, been removed.

TAASA and Crime Stoppers’ comments were
direcled at caller ID services and were not
relevant ®o the proposed nie.

OHS was concerned that the rule does not
address the release of the names of callers to
800 numbers by 800 customers who receive
such information on their telephone bills for
800 service. The commission has no jurisdic-
ton to prohibit a customer from releasing
information received on a telephone bill.

The new section is adopted under Texas Civil
Statustes, Article 1446¢, §16, which provide
the Public Utility Commission of Texas with
the authority 10 make and enforce niles rea-
sonably required in the exercise of its powers

§23.57. Telecommunications Privacy.

(2) Definitions. The [following
words and terms, when used in this section,
shall have the following meanings, unless
the context clearly indicates otherwise.

(1) Avutomatic number identifi-
cation (ANI)-The automatic transmission
by the local switching system of the origi-
nating billing telephone number to an
interexchange carrier or other communica-
tions carrier in the normal course of tele-
phone operations.

(2) Aggregate CPNI-A configu-
ration of CPNI that has been collecied by a
local exchange carrier and organized such
that none of the information will identify an
individual customer.

(3) Customer proprictary net-
work information (CPNI), Customer-
specific-Any information compiled on a
customer by & local exchange carrier in the
normal course of providing telephone ser-
vice that identifies any individual customer
by matching such information with the cus-
tomer’s name, sddress, or calling or origi-
nating Dbilling telephone number. This
information includes, but is not limited to,
line type(s), technical characteristics (e.g.,
rotary service), class of service, current
telephone charges, long distance billing re-
cord, local service billing record, directory
assistance charges, usage data, and calling
pattems.

(4) Privacy issue-An issue that
arises when a telecommunicaiions uility
proposes to offer a new telecommunications

service or feature that would result in a
change in the outflow of information about
a customer. -

{5) Supplemental services-Tele.
communications features or services offered
by a local exchange carrier for which analo-
gous services or products may be available
1o the customer from a source other than a
local exchange casmier. Supplemental ser-
vices shall not be construed to include op-
tional extended area cslling plans that a
Jocal exchange canrier may offer pursuant to
§23.49 of this title (relating to Telephone
Extended Area Service), or pursusnt o a
final order of the commission in a PURA,
§42, $43 or §43(B) proceading.

(b) Privacy considerations. Local
exchange service customers should be pes-
mitted to control the outflow of information
about themselves. Any local exchange car-
rier proposing to offer a new service or 2
new feature to an existing service under the
provisions of §23.24 of this title (relating to
Form and Filing of Tariffs), or §23.26 of
this title (relating to New and Experimental
Services) for which the commission finds a
privacy issue, as that term is defined in
subsection (a)}4) of this section, and for
which the local exchange carrier has not
shown cause pursuant to subsection
(cX2Xii) and (4) of this section, must, in a
manner ordered by the commission: -

(1) provide s means of restor-
ing the lost degree of privacy at no charge
to the public; and

(2) educale the public as 1o the
means by which the lost degree of privacy
can be restored.

(c¢) New services or features. Staff
shall review all applications submitied by a
Jocal exchange carrier under the provisions
of $23.24 of this title or §23.26 of this title
for privacy issues. The spplication must
identify all circumstances under which a
customer of the local exchange carrier may
experience a lost degree of privacy as a
result of the implementation of the new
service or feature proposed in the spplica-
tion, including, but not limited 10, whether a
customer’s name, address, or telephone
number will be provided to a called party or
10 any other third party, and for each such
circumstance identified:

(1) state whether the lost degree
of privacy can be restored by the affected
customers and how such customers can re-
store it;

(2) state whether the local ex-
change carrier will charge the affected cus-
tomers’ for restoring the lost degree of
privacy and, if applicable:

(A) what such charge will
be; and

(B) show good cause for
such charge:

(3) state how the local exchange
carrier will educate the affected cusiomers
as o the implications for privacy and, if
spplicable, the means by which such cus-
tomers can restore the lost degree of priva.
cy. and

(4) show good cause, if applica.
ble, for not offering the affected customers
a means by which the lost degree of privacy
cen be restored.

- (d) Auvtomatic number identifica-
tion. The local exchange carriers shall print
in the white pages of their telephone direc-
tories, and send as a billing insert annually
to all of their customers, the statement
“When an 800 or 900 number is disled from
your telephone, your telephone number may
be transmitied to the company you have
called and may be available to that compa-
ny's service representative before your call
is answered.” The statement must appear in
all telephone directories published for the
local exchange carrier subsequent to the
effective date of this section. The statement
must appear ss a billing insert for each local
exchange carier within 60 days of the ef-
fective date of this section and snnually
thereafter.

(e) Customer proprietary network
information (customer-specific). Unless oth-
erwise provided by this section, s local
exchange camier must ensure that all
customer-specific CPNI that has been au-
thorized for release by the customer to a
third party is offered to such third parties,
under the same terms, conditions, and
prices as such or similar data is made avail-
able for use 10 all other businesses affiliated
with the local exchange carrier and local
exchange carrier personnel marketing sup-
plemental services, provided that the third
party must specify the type and scope of the
customer-specific CPNI requested. A local
exchange carrier must, upon request, pro-
vide such customer-specific CPNT to a thind
party under any other just, alternative terms,
conditions, or prices that are just and rea-
sonable under the circumstances and that
are not unreasonably preferential, prejudi-
cial, or discriminatory. :

(1) Except as provided in para-
graph (5) of this subsection, local exchange
carier personnel may not use customer-
specific CPNI to market supplemental ser-
vices to residential customers without writ-
ten authorization from such residential
customers as set out in paragraph (3) of this
subsection.

(2) A local exchange camier
may not release customer-specific CPNI ©
any third party, including, but not limited
to, providers of supplemental services and
any businesses affilisted with the local ex-
change carrier without written authorization

¢ Adopted Sections
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from such customers as set out in paragraph
(3) of this subsection.

(3) A ballot requesting customer
authorizstion for the use or release of
customer-specific CPNI shall be sent to all
tesidential customers of the local exchange
carrier at least one time. The ballot shall be
teviewed by the staff of the Telephone Util-
ity Analysis Division before it is sent to the
customer. The staff shall notify the general
counse! of any concemns it may have with
the proposed ballot, and the general counsel
shall notify the local exchange carrier
within 10 days of submission if the pro-
posed ballot may not be distributed. The
ballot must be distributed to all residential
customers of the local exchange carrier
within 180 days of the effective date of this
section.

(A) The ballot must describe
specifically what information is w0 be re-
leased to third parties or used by local
exchange carrier personnel to market sup-
plemental services if authorization is grant-
ed. The ballot must also state that no such
information will be used or released by the
local exchange camrier if the ballot is not
retumed. .

(B) If the authorization is to
be requested for categories of information,
the specific information contained in each
category must be listed and the ballot must
allow the customer to authorize each cate-
gory of information separately.

(C) The ballot must allow
the customer the option of listing only spe-
cific third parties for the local exchange
carrier to which information may be re-
leased,

(D) The ballot must allow
the customer the option of releasing infor-
mation to the interexchange carrier to which
the customer has presubscribed.

(E) The ballot must allow the
customer the option of releasing informa-
tion to any other interexchange carrier.

(F) The ballot may allow the
customer the choice of releasing the infor-
mation to any businesses affiliated with the
local exchange carrier or 1o be used by local
exchange carrier personnel marketing sup-
plemental services only.

(G) The ballot may allow the
customer the choice of releasing the infor-
maiion to any party.

(H) The ballot must state that
there will be no charge to the customer for

restricting or releasing sny of the informa.
tion listed on the bdlt'u.

(4) A Jocal exchange carmrier
may provide customer-specific CPNI w
third parties without obtaining prior written
suthorization. from the residential customer
as provided in subparagraphs (A)(D) of
this subsection.

(A) A Yocal exchange camrier
may provide ANI to a provider of emer-
gency services.

(B) A local exchange carrier
must, where it has the technical capability,
provide ANI to interexchange carriers or to
other common carrier access customers.

(C) A local exchange camier
must provide ANI if otherwise required by
law,

(D) The local exchange car-
rier must provide names, addresses, and
telephone numbers of customers, other than
those customers that have requested that
such information be unlisted or unpublished
for the purpose of directory publication, to
any entity requesting such information.

(S) Local exchange carrier per-
sonnel may use customer-specific CPNI to
market supplemental services to residential
customers without obtaining prior written
authorization from such customers as set
out in subparagraphs (A) and (B) of this
paragraph.

(A) If a new residential cus-
tomer contacts a local exchange carrier o
initiate local exchange service and such cus-
tomer inquires about supplemental services,
the local exchange camier personnel must
inform the new residential customer, prior
to marketing the local exchange carrier's
supplemental services 1o that customer, that
similar services or products may be avail-
able to the customer from a vendor other
than the local exchange carrier.

(@B) If a residential customer
contacts the local exchange carrier to in-
quire about supplemental services offered
by the local exchange camier and such resi-
dential customer has not authorized the lo-
cal exchange carrier personnel to use his
customer-specific CPNI to market supple-
mental services, the local exchange carrier
personnel must ask the customer for verbal
authorization to use such CPNI at that time.
Such verbal authorization must be received
each time such residential customer contacts
the local exchange carrier to inquire sbout
supplemental services.

(f) Aggregate CPNL If a local ex-
change carrier compiles and uses aggregate
CPNI1 for marketing purposes or provides

sggregate CPNI to any business associated
with the local exchange carrier for market-
ing purposes, it must also provide sggregate
CPNI 0 any third party upon request A
local exchange carrier must offer to pravide
aggregate CPNI under the same terms and
conditions and at the same price a5 & is
made available to all businesses affSated
with the local exchange carrier and 1o local
exchange carier personnel marketing sup-
plemental services, provided that the third
party must specify the type and scope of the
aggregate CPNI requested. A local ex-
change carrier must, upon request, provide
such aggregate CPNI 10 a third party mder
any other just, altemative terms, condisons,
or prices that are just and reasonable mder
the circumstances and that are not unresson-
ably preferential, prejudicial or discriming-
tory.
This agency hereby certifies that the nie as
adopled has been reviewed by legal counsel
and found to be a valid exercise of the agen-
cy's legal authorily.
issued in Austin, Texas, on Aprl 15, 1992.
TRD-9205354 Mary Ross McDonald

Secretary

Public Lniity Commisson

of Texas

Effectve date: May 7, 1992
Proposal publication date: October 18, 1991

For further information, pleass call: {512)
458-0100

L4 L 4 4
TITLE 22. EXAMINING
BOARDS

Part XXIII. Texas Real
Estate Commission

Chapter 533. Practice and
Procedure

¢ 22 TAC $§533.10, 533.18, 53328

The Texas Real Estate Commission adopts
amendments w© §§533.10, 533.18, and
533.25, e:n‘dcaning the commission’s nie of
practice procedure, without ©
the proposed text as published hm
ary 25, 1992, issue of the Texas Regismr (17
TexReg 1502). The amendments conform the
sections with the agency’s enabling stalte,
Texas Civil Stanes, Aricde 6573a, as
amended by the 72nd Legislature, and con-
form the sections with the agency's cument
practices in contested cases.

The amendment to §533.10 removes a refer-
ence 1o legislative oversight previously con-
tained in Texas Civil Statutes, Article 6573a,
§5. The statutory provision was repealed in
1991 by the adoption of Senate Bill 432. The
amendment also darifies thal 30 days' nctice
is not required for emergency rulemaking.

The amendment to §533.18 clarifies the au-
thority of the chairman or member designated
10 preside by the chaitman and authorizes he
presiding member to enter orders which tave
been approved by the full commission.
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EXHIBIT II

Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of ;
Computer III Remand Proceedings: ) CC Docket No. 90-623
Bell Operating Company Safeguards;) o
and Tier 1 Llocal Exchange Company } REGeIVED
Safeguards
FRENT B BTN
COMMENTS OF THE FCC - MAIL ROOM
ARKANSAS PUBLIC SERVICE COMMISSION
AND THE
KANSAS CORPORATION COMMISSION
AND THE
MISSOURI PUBLIC SERVICE COMMISSION
AND THE
OKLAHOMA CORPORATION COMMISSION
AND THE

PUBLIC UTILITY COMMISSION OF TEXAS

ON BEHALF OF THE
SOUTHWEST REGIONAL REGULATORY GROUP

February 20, 1991



SUMMARY

The Southwest Regional Regulatory Group (SWRRG) represents regulatory
agencies from the five states in which Southwestern Bell Telephone Company
(SWBT) serves: Arkansas, Kansas, Missouri, Oklahoma, and Texas.

The SWRRG does not believe that there is evidentiary support for the FCC’'s
position that the benefits outweigh the risks involved in the integration
of enhanced and basic services. The SWRRG does not contest the fact that
the establishment of separate subsidiaries for the provision of enhanced
services would impose added costs on telecommunications utilities.
However, there is no credible evidence that demonstrates that those costs
would be greater than the costs of an integrated structure with sufficient
non-structural safeguards to prevent cross-subsidization and
discrimination, and assure fair competition.

The appearance of competition in the provision of enhanced services
heightens state concerns over the BOCs’ incentives to cross-subsidize these
services. The SWRRG has serious concerns about the availability of FCC
resources to do the type of monitoring required to ensure that cross-
subsidization does not take place. We commend the FCC in its efforts to
perform audits; however, the audit findings effectively demonstrate that
the LECs are, in fact, currently abusing some of the FCC procedures.

The SWRRG believes that the proposed non-structural safeguards against
discrimination for access to the BOC networks are adequate at this time.
We remain convinced that prior written authorization from all customers
should be required before using or releasing CPNI for unregulated purposes.

It is the SWRRG’s position that structurally separate subsidiaries provide
the greatest protection from cross-subsidization for the users of basic
services, and assures equal treatment of all ESPs. We urge the FCC to
reconsider its tentative conclusions of replacing its separate subsidiary
requirements of the Computer II decision with accounting and other non-
structural safeguards for enhanced services.

The SWRRG strongly opposes FCC efforts to preempt the states in matters
related to Computer III services. The FCC has not met the burden of proof
needed for preemption in this case. The SWRRG believes that the majority
of these enhanced services are either local or intrastate services, and
often involve recognition of local conditions and issues. As such they
must be addressed through either state regulation, or in a cooperative
federal-state setting, without threat of preemption.

Finally, the SWRRG believes that the most effective way to resolve the
issues in the proposed rulemaking is through joint efforts and cooperation.
We remain committed to the 410(b) concept of federal-state cooperation in
evaluating these important matters.



I.

I1.

I11.

Iv.

A.

Table of Contents

Section:

Introduction

Structural Separations

There Is Little Support For The FCC Position That
The Benefits Of Integration Outweigh The Risks

Non-Structural Safeguards Will Not
Prevent Cross-Subsidization

Proposed Safeguards Are Needed To Protect
Against Discrimination In Access To The Network

CPNI Safeguards Should Be Modified

Evidence Indicates That The Risks Of Non-Structural
Safeguards Outweigh The Potential Benefits

Preemption

AQ

The FCC Has A Stringent Burden Of Proof When
Considering Preemption Of Intrastate Services

The FCC Has Not Met Its Burden Of Proof
With Respect To Enhanced Services

The Facts In This Rulemaking Fail
To Support The Need For Preemption

Federal-State Cooperation, Not Preemption,
Furthers A1l Interests

Conclusion

Paragraph:

18

19
25

32

33

34

45

51



Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of )

Computer IIl Remand Proceedings: CC Docket No. 90-623

)
Bell Operating Company Safeguards;)
and Tier 1 Local Exchange Company )
Safeguards )

REGEIVED

COMMENTS OF THE SERFARG B R iAE

 ARKANSAS Pu:sufW gemee COMMISSION s _ MAIL ROOM
. KANSAS CORPORATION COMMISSION
AND THE
MISSOURI PUBLIC SERVICE COMMISSION
AND THE
OKLAHOMA CORPORATION COMMISSION
AND THE
PUBLIC UTILITY COMMISSION OF TEXAS

ON BEHALF OF THE
' SOUTHWEST REGIONAL REGULATORY GROUP

I. INTRODUCTION

1. On December 17, 1990, the Federal Communications Commission (“FCC" or
*Commission™) released its Notice of Proposed Rulemaking ("NPRM") and Order
in this proceeding.l The NPRM was issued in the wake of the recent decision
of the Ninth Circuit Court of Appea'ls,2 in which the Court vacated and'
remanded the orders promulgated by the FCC in its Computer Inquiry III
proceeding ('CI-III').3 Specifically, the Court determined that the FCC

had not developed the record sufficiently to mandate non-structural

1  Notice of Proposed Rulemaking and Order, CC Docket No. 90-623,

released December 17, 1990.
: ] , 905 F.2d 1217 (9th Cir. 1990).
n r , and the Pha

Phase I Order, Phase |
Order, in CC Docket No. 85-229.



separations for the Bell Operating Companies’ ("BOCs’") provisfon of
enhanced services. The Court also found that the Commissfon exceeded its

statutory authority in preempting state regulation of enhanced services.

2. The FCC has asked for comments in this proceeding by February 15, 1991 -
and reply comments by March 15, 1991 regarding its proposals for the
regulation of enhanced services and the provision of enhanced services by
BOC affiliated enhanced service providers ("ESPs") through the
1mblementat10n of non-structural safeguards. The Commission proposes to
strengthen the noﬁ-structuraI safeguards ordered in CI-III, including
accounting and cost allocation procedures. The FCC states that the
Customer Proprietary Network Information ("CPNI") rules should be
reevaluated and that "[the FCC would] preempt only those state regulations '
differing from our federal safeguards that would thwart or impede federal

policy LR

3. The following comments from the Southwest Regional Regulatory Group
("SWRRG") represent the views of regulators from the five-state region
served by Southwestern Bell Telephone Company ("SWBT"). These comments are
being filed with the approval of the Arkansas, Kansas, Missouri, Oklahoma,

and Texas Commissions.

4 NPRM, para. 3.



17. Our agreement to these remaining four changes should not be
misinterpreted. As we discuss throughout these comments, the SWRRG favors
structural separation in lieu of non-siructural safeguards for the
provision of unregulated enhanced services. We believe that the largest
measure of protection for basic service consumers is provided through the
establishment of structurally separate subsidiaries. There should be no
affiliation (other than the possibility of sharing corporate officers)
between the entity providing monopoly services and the BOC affiliated

operation providing competitive enhanced services.

C. Proposed Safeguards Are Needed To Protect Against
Discrimination In Access To The Network

18. The FCC proposes to readopt its Computer II] non-structural safeguards
against discriminatory access to the BOC networks.16 e believe at this
time that the proposed non-structural safeguards against discrimination for
access to the BOC networks are adequate. However, we reserve the right to
address this issue within our own jurisdictions should the need arise, such

as a customer complaint from an intrastate enhanced service provider.
D. CPNI Safeguards Should Be Modified
19. The FCC has proposed to expand and accelerate the scope of its review

of the CPNI safeguards applicable to BOC provision of enhanced services.
Specifically, the FCC requested both proposals for and comments on

16 NPRM, para. 12-14.
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improving implementation of possible modifications to the current CPNI rule
(e.g., applying a prior authorization requirement to the BOCs, as well as

to the independent ESPs, in some or all circumstances).l7

20. The SWRRG remains convinced that prior written authorization from all
customers should be required before using or releasing CPNI for unregulated
purposes. Both state and federal regulators have experienced recent
instances in which prior written authorization would have avoided serious
problems with utility service. This issue involves the fundamental
disclosure of customer specific informition as well as the {ssue of
competitive fairness. The release of CPNI without prior authorization
appears to parallel the current "slamming" phenomenon in some ways, and
should strike fear fnto the hearts of all regulators. Parallels also occur
with respect to the prior authorization characteristics of information
service blocking which are being contested throughout the country. We are
also aware of the California Public Utility Commission’s investigation of
the Pacific Bell Telephone Company’s practice of enrolling customers for
custom-calling services either without their consent or without the
notification that these services were not required in order to obtain basic
telephone servicel® -- when these uninformed customers did not want the
cuétom-cal]ing features. Such incidents cannot be ignored, and must be
viewed as reasonable evidence to declare that written authorization is

necessary prior to the disclosure of CPNI.

17 NPRM, para. 40.
18 alifornia Public Utility Commission Investigation No. 85-03-078.
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21. Arguments surrounding the CPNI issue are comparable to those related
to the issue of ordering Complementary Network Services ("CNSs") for a
third party in tﬁe initial CI-iII proceeding. In discussions between SWRRG
and SWBT on the CNS issue, the company contends that it should be allowed
to continue processing orders for CNSs for customers without written
authorization as it currently does. It is relevant to the current issue to
recall that SWBT failed to acknowledge in that situation that its "new
role" as an ESP facing competition from unaffiliated ESPs requires the
establishment of new regulatory policies and pr§ct1ces. Indeed, as the
regulatory environment changes, it is inconceivable that the policies and

practices that are now being followed will continue unchanged.

22. Our insistence that written authorization be required from all
entities obtaining regulated services on behalf of their "customers®, {is
intended as a preventive practice to alleviate consumer confusion and .
aggravation, and to minimize costs associated with correcting the above-
mentioned abuses. We believe that this recommendation represents a

reasonable balance of efficiency, competitive equity, and privacy.

23. Fiscal compensation for the use of CPNI has not been addressed in
previous comments or in the NPRM, but is an issue we believe should be
explored. Currently, the BOCs make various customer lists available to the
interexchange carriers ("IXCs") for a specific charge, depending upon the
type of 1ist purchased. Likewise, the BOCs should be required to charge
ESPs for customer lists. To maintain a "level playing field", we believe

that it {s appropriate to require the BOCs to charge themselves for these

12



customer 1ists as they would any other unaffiliated entity. The fact that
the BOCs alréady have the information is neither sufficient nor persuasive
evidence to defeat the concept of a fair and level playing field. To allow
anything less defeats the purpose of Comparably Efficient Interconnection

("CEI") and the concept of fair competition.

24. The SWRRG has serious apprehensions regarding the abuses that could
arise in an env1rqnment of non-structural safeguards if access requirements
to CPNI for a non-affiliated ESP differ from those of a BOC and ATAT ESP
affiliate. For éxample, in an open case currently before the Missouri
Public Service Commission for decision,19 SWBT revealed that it has adopted
a "team marketing" approach to determine whether a Centrex or Telecom
equipment offering should be provided to a large customer. (See Attachment
A.) This transcript excerpt suggests that the Company will market the
service option to the customer which earns the largest contribution to the
corporation. Given our concerns over potential abuses, we praise the FCC’s
recognition and recommendation that states may wish to adopt CPNI rules for

intrastate regulatory purposes which differ from those proposed by the FCC.

19 Docket T0-91-163, In the Matter of Southwestern Bell’s Plexar-Custom
Costing Methodology, Missouri Public Service Commission. ([The
provision of Attachment A reflects no predisposition toward the case
before the Missouri Public Service Commission.]
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EXECUTIVE SUMMARY

The Public Utility Commission of Texas supports the development of a
comprehensive approach to privacy regulation. We believe the privacy standards set
forth in our Telecommunications Privacy Rule can serve as a guideline to developing a
set of standards for the NII. Specifically, telecommunications and information services
customers should be able to control the outflow of information about themselves.
Customer education is a critical component of an effective privacy policy. The privacy
standards developed for the NII should be technology-neutral, otherwise, they will
become quickly obsolete. Regulations governing the use of CPNI should appropriately
balance consumer privacy interests and competitive concerns. The use and
dissemination of information obtained via ANI should be subject to the same privacy

- standards as information obtained via other technologies. Privacy policies should

facilitate customer choice, maintain current privacy expectations unless the consumer
*"opts-in," and be applied fairly across service providers and services. Furthermore, we
support H.R. 3432 and recommend that its approach and application be expanded to
develop national privacy standards.



Before the
U.S. DEPARTMENT OF COMMERCE
NATIONAL TELECOMMUNICATIONS AND INFORMATION ADMINISTRATION
Washington, D.C. 20230
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L. INTRODUCTION

1. On February 7, 1994, the National Telecommunications and
Information Administration ("NTIA®) of the U.S. Department of Commerce
released its Notice of Inquiry and Request for Comments in this proceeding. !

2.  The NTIA has asked for comments by March 14, 1994 in this
proceeding as part of its comprehensive review of privacy issues relating to
private sector use of telecommunications-related personal information associated

with the National Information Infrastructure (NTI).

3. The following comments represent the views of the Public Utility
Commission of Texas ("PUCT").

Docket No. 940104-4004,




II. PRIVACY IN A CHANGING ENVIRONMENT
A. A Comprehensive Approach to Privacy Is Necessary

4. The PUCT agrees with the NTIA that as the NII develops, it will
become increasingly difficult to define the rights and responsibilities of
stakeholders.? Today, different sets of privacy standards and regulations apply
to cable operators, local exchange carriers (LECs), and interexchange carriers
(IXCs). Furthermore, other firms that provide telecommunications and other
information services are subject to no such restrictions. This patchwork of
regulations governing the use of personal information will become increasingly
difficult to administer as the boundaries between information services companies

blur, and as new services and technologies emerge.

5.  We believe there is an urgent need for a comprehensive approach
to privacy regulation.’ Such an approach will ensure that service providers
receive equitable treatment, and moreover, that consumers understand the
privacy implications of the new services being offered, and are able to control
the release of personal information, if they so choose. A patchwork of privacy
standards, on the other hand, may grant competitive advantages to certain
providers over others. It will also frustrate consumer education efforts,

resulting in customer confusion.

NIRC, pera. 12.
NIRC, para. 12.
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B.  The PUCT's Privacy Standards Can Be Extended to the NII

6.  The PUCT believes a set of overarching principles can be
established that extend beyond specific services and apply to a myriad of
telecommunications and other information services. We believe that the privacy
standards set forth in our Telecommunications Privacy Rule* can serve as a

guideline for the NII.

7. The cornerstone of the PUCT's Telecommunications Privacy
Rule is the principle that local exchange service customers should be permitted
to control the outflow of information about themselves. The rule defines a
"privacy issue” as one that arises when a telecommunications utility proposes to
offer a new service or feature that would result in a change in the outflow of
information about a customer. The rule requires LECS to identify privacy
issues in all new service applications, i.e., to identify all circumstances under
which a customer of the LEC may experience a lost degree of privacy as a
result of the new service, including, but not limited to, whether a customer’s

name, address or telephone number will be provided to a called party or to any
other third party.

8. For each such circumstance identified, the LEC must state
whether the lost degree of privacy can be restored by the affected customers,
and if so, how. The LEC must show good cause for not offering a means by
which the customer can restore a lost degree of privacy. If there is a charge for

restoring the lost degree of privacy, the LEC must show good cause for such

4 Attached as Exhibit I.



charge. Further, the LEC must educate customers about the privacy

implications of the new service, and how privacy can be restored.

9. Although the PUCT's privacy rule applies only to LECs in the
state of Texas, its fundamental principle, that of allowing users to control the
outflow of information about themselves, can be extended nationwide to all
providers, services and users on the NII.  Additionally, the principles
underlying the rule can easily be extended beyond the scope of
telecommunications and information services to include the protection of other

personal information, such as medical records.

10. The PUCT's privacy rule can be implemented on a natiénal level
by requiring all service providers on the NII to identify privacy issues that arise
as a result of their services, to educate customers and those whose privacy is
potentially affected by the service about the privacy implications of the service,
and to provide a means by which a customer can restore the lost degree of
privacy if he or she so chooses. Additionally, service providers should be
required to demonstrate good cause for charging a fee to restore the lost degree
of privacy. Measures such as these will ensure that privacy protections apply
equally to all Americans that use the NII, regardless of age, economic status, or
technological literacy.

C.  Policies Should Be Technology-Neutral

11.  The NTIA should strive to develop laws and policies that are
'technology-ncutnl," because policies that are technology-specific will become

s NIRC, para. 11.




quickly obsolete. The PUCT's privacy policies are “technology-neutral®
because the ability to control the outflow of information about oneself is not
specific to any particular technology or service. Furthermore, it is virtually
impossible to anticipate the impact of future technologies on the privacy

expectations of telecommunications users.® The adoption of broad privacy

_principles, such as the PUCT's, will ensure that regulations do not become

antiquated before they are implemented.

I, TELEPHONE TRANSACTION GENERATED INFORMATION
A.  Customer Proprietary Network Information

12. The PUCT believes that as the NII develops, Customer
Proprietary Network Information (CPNI) will evolve to encompass far more
subscriber information than it does today.” As the number of services on the
NII grows, CPNI will expand to include not only call detail and billing
information, but also information about a subscriber's political views (what on-
line news services does he subscribe. to?) and cinematic preferences (what on-

line movies did she order this week?).

13.  NTIA correctly observes that rationales for regulating CPNI are
twofold: ensuring competitive equity between service providers, and protecting
customer privacy.} The PUCT agrees that the rationales for regulating use of

CPNI based on competitive concerns do indeed suggest a focus on "dominant

‘,‘ MIRC, para. 11.
. NIRC. para. 36.
NIRC, para. 36.



providers,® (i.e. those with market power), such as AT&T and the Bell
Operating Companies (BOCs), while customer privacy concemns suggest a

broader application of such regulatory protections.

14.  The rapidly changing technological and competitive environment
will require frequent reevaluation of both thé privacy and competitive aspects of
CPNI regulation. Regulations governing the use of CPNI should be flexible, so
that they can readily be adapted to new technologies and competitive situations.
Further, the competitive and privacy issues surrounding CPNI must not be
evaluated in isolation of each other. As discussed below, the two issues often

affect one another and they must be evaluated in conjunction.

15. Competitive concerns surrounding CPNI use arise from the fact
that dominant telecommunications providers maintain large databases of
information about their subscribers. In the case of dominant LECs, this is likely
to include information about the vast majority of households in the state. This
information includes both directory-type information, such as names and
addresses, as well as information about calling patterns, payment information,
and types of services purchased. Dominant providers have been able to compile
this information largely as a result of their positions as monopoly providers. As
competition for telecommunications services grows, this wealth of information
is a formidable source of competitive advantage to the incumbent, and could be

an insurmountable barrier to entry for potential competitors.

16.  Furthermore, although much of the debate regarding CPNI has
focused on enhanced services, the PUCT believes that as an increasing number
of previously monopoly services become open to competition, it is necessary to



ensure that competitive providers have access to information on the same terms
as the incumbent provider. Likewise, protections must be put in place as LECs

enter markets from which they were previously barred.

17.  For example, since many LECs perform billing and collection
services for' IXCs, they would enjoy a substantial competitive advantage if
allowed to enter the long distance market, because they would have information
not only about the calling habits of their subscribers, but also who the
customer's preferred long distance carrier is, and how many times the customer

may have changed carriers.

18. The FCC recently adopted rules allowing for expanded
interconnection for special access and switched transport services. These rules
have opened the door to competition for these services by allowing competitive
access providers to connect their facilities to the LEC's at the LEC central
office. The PUCT has also recently adopted a rule requiring expanded
interconnection for intrastate special access services. We strongly support the
concept of an open network, and the fostering of competition in the
telecommunications industry. We observe, however, that interconnection to the
"information bottleneck” is just as vital a component to telecommunications
competition as is physical access. If competitors are denied access to
information, pro-competitive policies may be effectively thwarted, no matter

what physical facilities are in place.

19. Complicating this issue is the fact that broadening the availability
of CPNI poses a threat to consumer privacy. Making information available to
an increased number of parties reflects a change in the outflow of information



about a customer, and precautions must be taken to ensure that customer privacy

is not compromised while promoting competitive equity.

20. The PUCT believes that the principles set forth in its
Telecommunications Privacy Rule, discussed earlier, properly balance the need
for competitive equity with customer privacy protections. Although the
provisions of the rule pertaining to Customer-specific CPNI? were overturned in
Federal District Court,!? because they were found to be preempted by specific
language in the FCC's CPNI regulations, we believe the principles set forth in
the PUCT's rule appropriately balance competitive and privacy concems
regarding the use of CPNI, even within the FCC's regulatory framework.
Therefore we will discuss the rule's requirements below.

21.  The rule sought to ensure customer privacy by requiring LECs to
obtain written authorization (with certain limited exceptions) from a residential
customer before allowing its personnel to use customer-specific CPNI to market
supplemental services to that customer. Furthermore, a LEC could not release
customer-specific CPNI to any third party, including but not limited to,
providers of supplemental services and any businesses affiliated with the LEC,

without written authorization from the customer.

9 PUCT Substantive Rule §23.57(a)(3) defines customer-specific CPNI as “any
information compiled oo a customer by a local exchange carrier in the normal course of
providing telephone service that identifies any individual customer by matching such
information with the customer's name, address, or calling or originating billing
telephone number. This information includes, but is not limited to, line type(s),
technical characteristics (e.g., rotary service), class of service, curreat telepbone
charges, long distance billing record, local service billing record, directory assistance
charges, usage data, and calling patterns. ©

10 s w_Bellv. PUC, 812 F. Supp. 706.



22.  Written authorization for release of CPNI would be obtained by
requiring that a ballot be sent to all residential customers. This ballot would
have to describe specifically the nature of the information to be released if
authorization is granted, and allow the customer the option of specifying what
information he or she wants released. There would be no charge to the

customer for restricting the release of his or her CPNI. Furthermore, no

information would be used or released by the LEC if the ballot is not retumned.

23.  The rule provided for competitive equity by requiring that a LEC
offer all information the customer has authorized for release to a third party to
such third parties under the same terms, conditions, and prices as such data is
made available for use to all other businesses affiliated with the LEC, and LEC
personnel marketing supplemental services. In addition, the third party would
have to specify the type and scope of the CPNI desired.

24.  We believe the approach set forth in our rule appropriately and
fairly balances customer privacy concems with competitive equity concemns. In
addition, the rule provides for customer education by requiring that customers
be advised of exactly what information will be released if authorization is given.

The PUCT believes that customer education is a crucial component of a

successful privacy policy.

25. Further, as noted previously, the portion of the PUCT's rule
relating to customer-specific CPNI was overturned because it was determined to
be in conflict with explicit language in the FCC's order and therefore
preempted.  Although the PUCT generally believes the FCC appropriately
accommodated the competitive uses of CPNI, the PUCT believes its rule



appropriately balanced the privacy interest within the FCC's competitive

framework.

26. We firmly disagree with the FCC's assumption that there are no
significant privacy cbncems when CPNI is available to different divisions within
a single integrated company.!!l As our discussion above demonstrates, the
privacy and competitive concerns surrounding CPNI are closely intertwined and
must always be evaluated concurrently. This fact emphasizes the need to have a
national policy in place that is both protective of consumer privacy, and

equitable towards competitors.

27.  The PUCT believes that the principles discussed above regarding
CPNI can and should be applied to the handling of transactional records
associated with multimedia services delivered over the NIL1Z To protect
consumer expectations of privacy, multimedia service providers should be
required to obtain affirmative consent from NII users for the collection and
dissemination of personal information.!>  Secondary uses of personal
information derived through the use of NII multimedia should not be
permissible absent user consent.!4 By “"affirmative consent,” we mean that if
no response is received from the user regarding the release of personal
information, it shall be presumed that the user does not give her consent to the

release of information.

1l NIRC. para. 36.
12 NIRC, pen. 21.
13 NIRC, pan. 21.
4 NIRC, pn. 22.
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